

	
3GPP TSG-SA3 Meeting #114-Ad Hoc-e	S3-240082
Online, , 22nd Jan 2024 - 26th Jan 2024
	CR-Form-v12.2

	CHANGE REQUEST

	

	
	33.117
	CR
	0136
	rev
	1
	Current version:
	18.2.0
	

	

	[bookmark: _Hlt497126619]For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	



	

	Title:	
	GSMA clarification: no unsupported components

	
	

	Source to WG:
	BSI (DE)

	Source to TSG:
	S3

	
	

	Work item code:
	SCAS_5G_Ph3
	
	Date:
	2024-01-02

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	Clarification of purpose.
Rewrite the execution steps such that the tester is validating the vendor claims and how this ought to be done
Remove subjectivity from the execution steps by providing explicit information.

	
	

	Summary of change:
	Rewritten purpose.
Rewritten execution steps to remove subjectivity and added actual validation of vendor claims. Added Notes to guide tester.

	
	

	Consequences if not approved:
	Test execution might be subjective, unclear and does not check the actual test purpose. 

	
	

	Clauses affected:
	4.3.2.5

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc19542424][bookmark: _Toc35348426][bookmark: _Toc152836060]4.3.2.5	No unsupported components
Requirement Name: No unsupported components.
Requirement Reference: In accordance with industry best practice
Requirement Description: 
The network product shall not contain software and hardware components that are no longer supported by their vendor, manufacturer or developer, such as components that have reached end-of-life or end-of-support. Excluded are components that have a special support contract. This contract shall guarantee the correction of vulnerabilities over components' lifetime.
Threat References: TR 33.926 [4]
Test Case: 
Test Name: TC_NO_UNSUPPORTED_COMPONENTS
Purpose:
To ensure that all software and hardware components running in the network product are still supported and have not reached either their end-of-life or end-of-support.To ensure that there is no unsupported software that is running in the network product which is not supported anymore and has reached its end-of-life or end-of-support.
Procedure and execution steps:
Pre-Conditions:
NOTE:	If the network product under test is pure software, the hardware aspects of this test case do not apply.
A list of all available software and associated components containing at least the following information shall be included in the documentation accompanying the Network Product:
-	name of the software or hardware component;
-	version of the software installed;
-	list of dependencies and versions;
-	any add-ons and functions;
-	any special hardware/debugging ports;
-	software support type;
-	licensing information;
-	requirement during functioning of system;
-	brief description of their purpose.
Execution Steps
The tester is required to execute the following steps:

11.	Identification The tester identifiesof the hardware and software components available in the network product, version information and the kind of support available for the software provided by the vendor, the manufacturer, the developer or other contractual partner of the network operator using any tool or any other suitable means of determination.
NOTE 1: 	The identification of software could be done by, e.g. consulting the package manager of the OS/distribution (e.g. apt, dpkg, rpm, pacman, flatpack, snap…) and package managers of available runtimes (e.g. pip (Python), npm (JavaScript), composer (PHP)…), scanning for executables (global or focused on PATH variable of all available users), scanning for script files related to the available interpreters or listing images and their dependencies when virtualization or containerization is used.
NOTE 2: 	The identification of hardware could be done by, e.g. consulting any type of device manager or hardware information tool (e.g. hwinfo, inxi, lshw, lspci, lscpu, lsusb…). 
22.	Validate The tester validates that there are no entries in the list of hardware and software installed in the system which are not supported as given by the vendor of network product in the attached documentation.
Expected Results:
The report will contain the names and versions of the tool(s) used for finding out what software and hardware components are installed in the system. The detailed report will contain the name and version of the software and hardware used in the system, and the period of support for each of these components.
The list of all available software and hardware components and their associated support information which has been deemed necessary for the operation of the network product by the vendor shall also be included as the test result. Any software or component which is not supported any longer by the vendor will be highlighted and brought out as a part of the report.
There should be no software installed in the network product which is unsupported as of the day of testing.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
-	The used tool(s) name and version information
-	Software and hardware components used in the network product
-	the test results i.e. support information of each listing

